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Mobile

By 2022

Momentum Metrics .

SR

More Mobile More Mobile Faster Mobile More Mobile
Users Connections Speeds Video
2017 = 87 Mbps 7 of
Billion Bﬂhon Traffic

002 5.7 12.3 28.5 19% of

Billion Billion Mbps Traffic

Source: Cisco VNI Global Mobile Data Traffic Forecast, 2017 - 2022
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Average Traffic

per User

2.3 GB per month

2017

Average Traffic

per Connection

1.3 GB per month 6.3 GB per month

Source: Cisco VNI Global Mobile Data Traffic Forecast, 2017 - 2022
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PRHEERAY 51% (14615
@& ), WAFIEE Bk [PHE
STRER 6% (253 EB/
A)

Source: Cisco VNI Global IP Traffic Forecast, 2017 - 2022

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public




2| 2022 &£, M2M #15
BRI L BRI TENS ﬁ*
FIEEAEERT 31%, 3
P S TEIERY ungl’Jz
% (EH1.7EB).

Source: Cisco VNI Global Mobile Data Traffic Forecast,
2017 - 2022
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El 2022 &, £IKAEFEL
e RRRERAY 10% 1§ B
B AXITENER:,

Source: Cisco VNI Global Mobile Data Traffic Forecast,
2017 - 2022

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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e ERER LM 174%, *

DDoS WM EZE AR, ;x % A EE—1F
Bz /M [E 2 Internet SR =R/ 25%,

1-2 Gbps B DDoS K E = [[] Lh 18
KT 37%, Lt Internet =R RK
33%R,

* 1H2017- 1H2018
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Within Metro
27% 1n 2017
33% by 2022

Core — Regional
25% by 2017
24% by 2022

Core - Cross-Country
48% 1n 2017
43% by 2022



1he Future Of

Computing Is At The
Ed g 6 of workload deployments have

latency & BW requirements

“ Around 10% of enterprise-
oenerated data 1s created and
processed outside a traditional
centralized data center or cloud.
By 2025, Gartner predicts this
figure will reach 75%”

opera aders/

40(7 of large enterprises will integrate edge
0 compute 1nto their 2021 projects

of IoT device data will be stored, processed,
analyzed and acted upon close to or at the edge of
the network by 2020



https://www.gartner.com/smarterwithgartner/what-edge-computing-means-for-infrastructure-and-operations-leaders/

You make security possible
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5G B

Mobile ARPU, Multiple Countries

= B 4K9

/u\ mr !

2015

Consumer ARPUs are Declining or Flat

2016

2017

2018

2019

2020

Automotive  1asithcare

Transport
Utilities

Consumer

Consumer : issi lit
Source: EU Commission Utilities

Today

Operator business mostly focused on
the saturated consumer market

B2B or B2B2x Market Has Future Growth

Automotive

Healthcare

Transport

Low Latency for better QOE and
to Enable New Applications,

Customer Experience

© 2019 Cisco and/or its
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Peak Data Rate
(Gbps)

Area Traffic

20 User Experienced

Capacity Data Rate (Mbps)
(Mbps/m?)
10 100
Energy 1°°X@AIIA Spectrum
Efficiency Wy vysx Efficiency
108 500

Connection Mobility
Density ] (Km/h)
(devices/km?)
Latency
Source: ITU-R M.2038.0 (ms)

Efficiency

Internet of Things

(IoT)

Area Traffic
Capacity

Energy

Connection
Density

Peak Data
Rate

-~

Latency

Enhanced Mobile
Broadband (eMBB)

Spectrum
Efficiency

Mobility

Ultra Reliable Low
Latency (URLLC)

No enhanced to

© 2019 Cisco and/or its affiliates. All rights reserved

radio access technology planned for IOT 1in 3GPP R15



802.11ax ( Wi-Fi 6 ) #1 5G FE=1H{E

/

5G Networks

The Role of Wi-Fi and Unlicensed Technologies

Source: WBA

Author(s}: SG Workgroup q WIRELESS
Issue date: 6 September 2017 BROADBAND ALLIANCE
Document status: Final, Version 1.0 ) o T s Seevnenis |

/

.

Peak data rates
(Gbit/s)

Area traffic capacity
(Mbit/s/m?)

User experienced
data rates (Mbit/s)

Network Spectrum
Efficiency Efficiency
— |IMT-2020
— 802.11
oo e el s IMT-Advanced

(devices/km?)
Latency (ms)

¢
Evidently, the divergences between 3GPP and IEEE 802.11 MAC designs are set to
diminish with the introduction of 802.11ax

© 2019 Cisco and/or its affiliates. All rights reserved
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Connected
Home

()

Connected
Health

Manufacturing
& Supply Chain

=

Home automation Connected Work
Building security
Network equipment - printers +

Network infrastructure -
routers +

White goods
Tracking applications
Household information devices

Health monitors Connected Cities

Assisted living - medicine
dispensers +

Clinical trials
First responder connectivity
Telemedicine

Mining and extraction
Manufacturing and processing
Supply chain

Warehousing and storage

Energy

Office building automation
Building security

Office equipment - printers +
Routers +

Commercial appliances

Environment and public safety -
closed-circuit TV, street lighting,
waste removal, information +

Public space advertising
Public transport
Road traffic management

New energy sources — monitoring
and power generation support apps

Smart grid and distribution
Micro-generation — generation of
power, by residential, commercial

and community users on their own
property

Connected Car

=

Retail

Other

Fleet management

In-vehicle entertainment systems,
emergency calling, Internet

Vehicle diagnostics, navigation
Stolen vehicle recovery
Lease, rental, insurance management

Retail goods monitoring
and payment

Retail venue access

and control

Slot machines, vending machines

Agriculture - livestock, soil
monitoring, water and resource
conservation, temperature
control for milk tanks +

Construction: Site and
equipment monitoring

Emergency services and
national security
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Automation & Monitoring

Security & Surveillance Fleet Management
/774 50— 500kbps High /74 0.5-8Mbps Low #7274 100s of Kbps Low

(] @ L
.:"- Fixed (B} 10 Years _:"- Fixed () Connected ...3‘- 10 — 150Km/h [EEl) ~3 months

B R

Smart Cities Automotive / Telematics Wearables
/774 50 — 500Kbps Low /74 10s of Mbps Low 774 10s of Mbps Low
_:".- Fixe (B} 10 Years .:".- 10 — 150Km/h [EEl) Vehicle

2019 Cisco and/or its affiliates. All rights reservecd

(J
.:"- ~5Km/h (I ~1 week




IBIEIERIFA (5G & WiFi 6)
e A L

Factory Automation ii Real-time control of machines and systems in production 0.25 — 10 ms
“ lines PLR ~107°
Intelligent Transportation 0%a Q Autonomous driving and optimization of road traffic 0 —100ms
ﬁ M0 | (platooning and overtaking) PLR~1073—107°

Robotics and telepresence Remote control with synchronous visual-haptic feedback 10 — 100 ms

Reality/gaming prior discussion. See reference

Virtual Reality/ Augmented q Other applications for VR/AR and gaming exist beyond 1ms —40ms

Health care —— ﬁ Tele-diagnosis, tele-surgery 1 —10ms
Smart Grid Switching on/off electrical sources to compensate for 100 ms
/1\ demand fluctuations

Source: Parvez, I, et al. (2017). "A Survey on Low Latency Towards 5G: RAN, Core Network and Caching
2019 Cisco and/or its affiliates. All rights reservec Solutions." arXiv preprint arXiv:1708.02562.
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LORAWAN/NB-IOT MACRO/PRIVATE 4G/5G

802.15.4 (ZIGBEE, THREAD)

)
Z 802.11AX
~
302.11 Major Enterprise
JA1AC Access
Technologies
Low POWER/COST DETERMINISM/BANDWIDTH/LOW LATENCY
1 A I T A 1 A
Tras};-lbin-monitgiinT 10 i Enterprise Wireless networking Religble Wireless ki, Business criti irel
Door/window monitirin Laptop/tablet/mobile Real-time collaboration (AR/VR) Resource separation (e.g. from guest)
Parking space moni toﬂng Collab endpoints Runs important business processes SLA guarantees (reserved spectrum)
fKing Space 1 g Video and active IoT endpoint (inventory, production floor processes)
Utility monitoring/metering
Low-power IoT Servi ider ind L inistic Wirel
;ﬁﬁg’?ﬁg&rggg g;l;tormg Indoor Voice Industrial (4.0)
Logistics/Supply chain Logistics/Supply chain

Asset monitoring

filiates. Al

2019 Cisco and/or its a
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SP Network

(LTE, 5G)
e 000 S50 008
0000| |oooo 0000 ... ... ...
Dooo uT_ll:u ucll_cllu ... | ...

Enterprise Campus
~
. Telecommuter 0000| |0000 oooo
Manufa_tc@urlng & Small branch EII:II_TI:I l:ll:Il_lill:l l:ll:Il_lill:l
& Mining L~ Branch

© 2019 Cisco and/or its affiliates. All rights reserved
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Who owns that device? What device 1s it?
- o)
Warehouse Security Surveillance Camera
. Any Threats from it?
Unknown MAC ADDRESS:
00-05-01-AA-E1-FF
[P ADDRESS:
192.168.2.101

\ Where is it located?

Warehouse building Tin
San Jose

Is it Vulnerable? /

O
Unpatched software

When did it connect? How is it connected?

2:00AM Wired

© 2019 Cisco and/or its affiliates. All rights reserved
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Device Visibility Intent-based Standard

Policy based
Do you know Does customer Is there any
devices well knows behavior of industry standard
enough to devices to build way of connecting
differentiate their policy? loT devices to

service? enterprise network?
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SG = Scalable Group aka Security Group

/M1

SG Guest SG Building
. ° Management
* Intent based groupings to wf:
provide consistent policy

. uest 5()0 ~
and access independent of o . m—

network topology @ o
XS
‘tlw

Surveillance
e Leverage attributes such

Guest 2 Device 1

as location and device S -? Q «C
. > &
type to define group @ remperaurs
assignments o
SG Printers
ﬁ_w ﬁ_w
© 2019 Cisco and/or its affiliates. All rights reserved.

Printer 1 Printer 2



GROUP BASED POLICIES

R




Group based policy 215 [& 158

Scalable Groups (SGT) Group based Policy
Q. n Destination
P DD |
E\ Admins ' |

.............

2
-
-
-

09 22

E b ]
i\ Lights /% Cameras /

................

0

{ Employees |

................

Source
= 0 O o
NN
] SRS
Bifs=




Group based policy Al - Z x4l

DC Servers g
@ % DC Firewall / Switch

e Enterprise ISE
Central Pohcy Provisioning Backbone

No Topology Change @ Policy
No VLAN Change
E Access Layer

0000 .
e @ [P Camera Tag

~
—
-

Voice Non-  Employee 1pC Lights - . N
Compliant amerd Bu%l - @ Lights - Building 1 Tag
VLAN VLAN

Use existing topology and automate security policy to reduce OpEx Tag (short for Scalable Group Tag)



MANUFACTURER USAGE DESCRIPTION
IOT VISIBILITY WITH MUD 1.0
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Addresses visibility and segmentation challenges for 10T devices

Maadii NIST

1 ETF
MITIGATING
|IOT-BASED
DISTRIBUTED
DENIAL OF
SERVICE (DDOS)
March 19, 2019 e
https://datatracker.ietf.org/doc/rfc8520/ httos://www.nccoe.nist.gov/proiects/buildin

g-blocks/mitigating-iot-based-ddos



https://www.nccoe.nist.gov/projects/building-blocks/mitigating-iot-based-ddos

MUD 22 {iE 5] 22

What type of Thing 1s

, What policies are
this?

appropriate for 1t?



Manufacturer Usage Description (MUD)

File Server
https://mud.yourcompany.com/lightbulb1001/version2.12

Device Advertisement (URL)

v

Policy intent
stored 1n a File

The URL points to a file in a file server or Manufacturers web server. If you are a customer using

an 10T device then this URL will be automatically embedded by the manufacturer and your infra
would forward this.



~

=

Network Devices MUD Controller MUD File Server
1
—_— MLII] URL
MUD-URL in
LLDP/DHCP / JUD Controller fetches
policy recommendation
802.IX access
(intent)
controls
deployed  Policy recommendat1on
https://mud.yourcompany.com/lightbulb1001/version2.12 is translated to access

control lists

/

© 2019 Cisco and/or its affiliates. All rights reserved.
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Allow traffic to manufacturer web server

. . Deny access for the rest
hosting the service 4

® ®

permit host mud.yourcompany.com deny any
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PROTECTING IOT USING MUD AND GROUP

+
NS4
ik

VB ARZe 2 HORTT

BASED POLICY
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Manufacturer - Lightcorp.example.com

Light Array - Model A
Different Models Light - Model A Controller/Service

Any Controller



MUD M &eIREh I FE ]

MUD ACCESS

CONTROLS

INTERNET COMMUNICATION

CONTROLLER SPECIFIC TO IOT DEVICE

ACCESS TO ANY CONTROLLER

LOCAL COMMUNICATION

DEVICES WITH MUD URL

DEVICES FROM SAME MANUFACTURER



MUD NEE#EZ2 2/ =D 5

Step 1 Step 2 Step 3
5 Group based
Profiling/ ) Scalable Group ) Policy
Visibility Assignment enforcement
Identify TOT device Assign Scalability/ Scalable Apply Group based policy
using a MUD URL Groups based on for access control of the IOT

Classification device



fEme MUD a2 M E RS

Step 1: Identify the MUD Access controls for IOT devices

Controller specific to IOT Access to device controller specific to an [OT
device device.

Device from same Access between IOT devices from same
Manufacturer manufacturer.

Example: Manufacturer > Light Corp

Note: SGT is Scalable Group Tags



& MUD R SRS RS & Group Based Policy BIT= &

tep 2: Create Scalable Groups for IOT devices in ISE

Scalable Groups
90122 + Light bulb & SGT 10

Liglhts i Camfras,;: « Camera =2 SGT 20
B » Controller = SGT 30

Note: SGT 1s Scalable Group Tags



Group Based Policy =& RV 1T

: Cr T Policies in ISE

Destination

Source




6 MUD BB ETI@ERE

Device Identification/Visibility: ISE 2.6
I0S: 16.9.1 and 15.2.6(2)

~ Device Identification Switch: Catalyst 9k.3850 and CDB

(2) Visibility

I

__________________________________________________________ MUD-URL in
RADIUS
MUD-URLin Accounting

K}
\i/
< LLDP/DHCP
\i/

Catalyst Switch ISE 2.6
[OT Device l

. Turnon

1. Device Sensor  Addthe switch as AAA
. 2. AAA and Radius .| clientin ISE
Accounting

3. MacAuthBypass
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IT/OT CONVERGENCE




IT/OT Ri&

Traditional approach

Although BMS 1s connected to the LAN,
advanced security features are not used.

Lighting Sensors
Life safety Energy
Automation

VAL Rules Engine

Physical security

Analytics
[

Collaboration Servers
l L~
[ ]
Wireless, Applications
mobile devices

-
PC

Secure

Cisco security applied to traditional networked devices

environment

Converged approach

BMS and all smart building automation and
control systems are connected by Cisco technology.

Lighting Sensors
Life safety ‘ Energy
Automation
HVA .
¢ Rules Engine
Analytics Physical security
Collaboration /_. Servers
=N ~
1= =0
Wireless, Applications

mobile devices

Secure
environment

Cisco security applied to all networked devices including BMS
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BB B MUD DevNet #8I8 Sz #5538 A SR

Intro to MUD

http://cs.co/iotmud

&

Developers Guide

JL

TOOLS

Sample Code

MUD Maker Tool
Sandbox


https://developer.cisco.com/site/mud/
http://cs.co/iotmud
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Snort subscription rule

NGEFW
set
Firepower Services NGIPS
/ ASA
o— Meraki
Network

=58

Cloud Email
AMP for Security
AMP for Endpoints A \p for Cisco
Networks Gateways Cloud Web Umbrella

Security

Web Security
éppliance

Endpoint

Email Securik
Appliance

>

‘ ‘ o

Talos creates the threat detection content in all Cisco

Security products, providing customers with
comprehensive solutions from cloud to core.

2019 Cisco and/c s affiliates | rights reservec




5G MEfssRBREFHZ T HE
IoT & M2M » Weak inbuilt security in IoT devices, peer to peer attacks

* Increased complexity in mitigating side channel attacks and securing cloud native architectures

Distributed

. * Increased threat vectors due to distributed DC, edge computing and Network slicing
Architectures

New and Legacy
Technologies

» Multiple Technology convergence, threat migration between technologies

Cross domain policy « ENTERPRISE policy ambiguity/definition, identity *** vs. what' s in SP domain
Transparency/Visibility * Rick, Scott ATT team




CU - Centralized Unit e slice 1

DU - Distributed Unit Slice 2
ﬁ ________ @ UPF - User Plan Function Slice 3
........ A ] RAT - Radio Access Technology IR Slice 4
a M RAT 1 — 1 1 | vBBU- Virtualized BaseBand Unit
Slice 1
@ Application & Direct
. T A Internet Access
RAT 1

0
Slice 2
Slice 3

oy RAT 2 MEC Functions Centralized 5G Core
&
. Sli

- ice 3 [ L] ]
P [ cu L 1 [
@ @8 @8 U | 1 1
E _____________ A RAT 3 - UPF Aggregator - - -Ap Application & Direct
— Nodes Internet Access
a #____‘___-_m Slice 4
Device Threats Air Interface Threats RAN Threats MEC & Backhaul Threats ab Packet Core & OAM Threats SBi / NG & External Raaming Threats
Malware MitM attack Rogue Nodes DDoS attacks Virtualisation IaT Core intearation
Bots DDoS Jamming Insecure 81, X2 LI Vulnerabilities LI Vulnerabilities . d
. VAS integration
Firmware Hacks Insecure Xx, Xn Insecure Sx Improper Access Contral .
. . . . App server vulnerabilities
Device Tampering Insecure NB Netwaork Slice security Noolication vulnerabilities
Sensor Susceptibility CP / UP Sniffing APl vulnerabilities Allg'lljvulnerahilities
TFTP MitM attacks MEC Backhaul sniff oT Core integration

Side Channel attacks Roaming Partner
2019 Cisco and/or its affiliates. All rights reserved NFVi Vulnerabilities DDoS & Dof attacks



Trusted Critical Infrastructure (%)

Requires Trusted Service Provider Networks

Trust begins in hardware .
Anti-counterfeit and trust anchor infrastructure 8+ years of CSDL devotion
30+ years of leadership

Verifying trust: Network OS

Image signing and secure boot infrastructure

Maintaining trust at runtime
Run-time defense, encrypted transport, ddos

protection

Visualize and report on trust

Integrity measurement and verification

infrastructure. Trust insight in roadmap of

crosswork portfolio Protect your brand | Unlock new revenue | Reduce cost

(*) This is embedded in the current hardware and operating system


https://salesconnect.cisco.com/#/content-detail/246db911-43bd-4398-85a2-a82cc5db335c

ST - TEEPEN 6 @25

Strong Identity using Certificates —

Validated Secure Configuration

Segmentation of Network Services

Visibility of Network Activities

Restricted Access to Network Elements

Strong Security Perimeters ~— -

2019 Cisco and/or its affiliates. All rights reserved
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@

Fronthaul

DC(GC)

(|

/ \

Mobile Backhaul

DC(CDC)

(=

VNF' s

=

Management

X

Automation
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(L]

00O HS

Orchestration

User Access

Network

Applications

VINF

Infra

Securing Orchestration management &
interfaces, Securing Policy Enforcement

within Orchestration and between Orchestration

and network components, Visibility

Segmentation, User Access,
DNS protection

Securing NW interfaces, securing
Cloud interfaces — and workloads,
Segmentation, Policy enforcement,
Securing, Peering & Roaming interface

Securing 3rd Party application interfaces,
Application Security, Segmentation,
Enforcing policies in cloud, Securing API

Securing VNF, securing Software
Lifecycle, Isolation — between VNS,
detecting malicious virtual functions

Hardening of NFVI, perimeter security,
securing - E-W traffic

DO O

DO O

D0DO

DO

D00DO

AMP

ISE

Stealthwatch  Firepower

S 5G NFV/Container FE BN Z TN

Cisco ACI

Cisco
Tetration Analytics

Cisco
Umbrella

Cisco ACI
Cisco Cloudlock

Cisco
AppDynamics

Cisco
Tetration Analytics

Cisco
Tetration Analytics
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L[ Vendor/ Subcontractor #1

Problem | Multiple NFVi/ NF

- °
Vendors, Contractor 5 Sub . L ] .|; (i3 Vendor / Subcontractor #2
contractors, employees accessing M = 2 o
the network during configuration i . it D MO persomnel/ vendor/
g [ B Multi-Vendor VNF's

,’ ’ L Cloud Services /

[
‘ .IQ i'; = ‘ Applications Multi-Vendor NFVi
Anyconnect ‘
VPN n

Solution | Zero Trust Access |
Security based on VPN [ ]
(Anyconnect), Multi-Factor
Authentication (MFA) and
enhanced visibility

(Stealthwatch) ‘
TrustSec [ . . ]

! Multi-Factor
Access Policy Authentication

| Bue ®
Sy, @ o

User+Device

Benefits | Verifies and re- ISE

verifies the access of the user to .

specific VNF or NFVi Policy Control &
Enforcement

Centralized 4G & 5GC

Device flows
VM metadata

2019 Cisco and/or its affiliates




DDoS for 5G

BGP Route
Analytics

Mobile Fixed  Business

DNS

Peak Protection
Cloud Scrubbing

. Collectors
-, AN Defense Pro. !
BrC S s gz & _TaLos
\\\\\ ///:// ~ : .’
x radware | 7 i . i
T Vision Stealthwatch | <—— BGPFS
"____________________________M%na_g_e_n}ein_t___________: <— Threat Intel
Center
------- Flow Info
Config/Event

------- Defense Messaging



CU - Centralized Unit e slice 1
DU - Distributed Unit. Slice 2

1 [ vBBU- Virtualized BaseBand Unit

ﬁ ________ @ UPF - User Plan Function Slice 3
a -------- L] ) RAT - Radio Access Technology N Slice 4
& m RAT 1

Slice 1

@ Application & Direct
. T A Internet Access
RAT 1

0
Slice 2
Slice 3

. TTTEEEEE .
. o MEC Functions Centralized 5G Core
Q a 4G + 5G gnNB RAT 2
= . Slice 3 L ] ]
o ] cu : ———
O I
O @B sy [ 1 1
E _____________ RAT 3 - UPF Application & Direct
- Internet Access
E # ‘‘‘‘‘‘‘‘ Slice 4
Device Threats Air Interface  RAN Threats Backhaul / Remote DC 5G Packet Core & OAM Threats SGi / N6 & External Roaming
Threats Threats Threats
| | CEnhhnced Visibility & ThreatdetectionLaver|  @ENEGWEONS | |
———:— Umbrella I

App Dunamics, Argento Tetration, Radware
_ NGFW & DDoS protection Layer Firepower, Radware
1 1 | Segmentation & Isolation Layer _ ISE, Duo .—
_| Advanced Malware Protection Layer _ AMP .\

2019 Cisco and/or its affiliates. All rights reserved
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