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馬其諾防線 (Maginot Line)
• 全長 700 公里，鋼筋混凝土建
造而成，造價 50 億法郎。

• 馬奇諾防線可以防禦多類攻擊，
包括空對地轟炸、大口徑火炮
轟擊等，其內部擁有各式火炮、
壕溝、堡壘、廚房、發電站、
醫院、工廠等各類軍事及生活
設施，較大的工事中還鋪設有
有軌電車的軌道。

• 德軍後來沒有進攻防線正面防
區，他們繞道至法國北部。然
而由於法比邊界的阿登高地地
形崎嶇，不適合德國作戰部隊
通過，因此法軍在當地的防禦
薄弱，沒有多加防備。不到一
個月後法國投降。

https://zh.wikipedia.org/wiki/%E7%81%AB%E7%82%AE
https://zh.wikipedia.org/wiki/%E5%A3%95%E6%BA%9D
https://zh.wikipedia.org/wiki/%E5%A0%A1%E5%9E%92
https://zh.wikipedia.org/wiki/%E5%BB%9A%E6%88%BF
https://zh.wikipedia.org/wiki/%E7%99%BC%E9%9B%BB%E7%AB%99
https://zh.wikipedia.org/wiki/%E5%8C%BB%E9%99%A2
https://zh.wikipedia.org/wiki/%E5%B7%A5%E5%BB%A0
https://zh.wikipedia.org/wiki/%E6%9C%89%E8%BD%A8%E7%94%B5%E8%BD%A6
https://zh.wikipedia.org/wiki/%E9%98%BF%E7%99%BB%E9%AB%98%E5%9C%B0


Microsoft Cybersecurity 
Reference Architecture
http://aka.ms/MCRA



Securing Privileged Access

Office 365 Security

Rapid Cyberattacks 
(Wannacrypt/Petya)

https://aka.ms/MCRA Video Recording Strategies

SQL Encryption &

Data Masking

Office 365

Dynamics 365

+Monitor

Data Loss Protection

Data Governance

eDiscovery

https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
https://developer.microsoft.com/en-us/windows/iot
https://www.microsoft.com/en-us/iot-central/
https://aka.ms/MCRA
https://aka.ms/mcra-mva
https://aka.ms/cyberstrategies
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
http://download.microsoft.com/download/5/0/8/50856745-C5AE-451A-80DC-47A920B9D545/AFCEA_PADS_Datasheet.pdf
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-nsg
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
Simplifies the eDiscovery process and helps analyze unstructured data within Office 365, efficiently review documents, and make scope reduction decisions for eDiscovery.
http://aka.ms/pam


Shielded VM
http://aka.ms/shieldedvms



attack types

Attack applications and 
infrastructure

Attack the virtualization 
fabric itself



Challenges in protecting high value virtual machines 





How it works with Windows Server and System Center





Shielded VM
Shielded VM

Host Guardian Service 

Generation 2 VM 
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a few Spotlights

Generation 2 VMs only
Leveraging virtual EFI, Secure boot, virtual TPM

Hyper-V Host: Windows Server 2016
Guarded host requires Windows Server 2016 Datacenter edition

Shielded Guest VM OS support
Windows 8 / Windows Server 2012 or newer

vTPM not tied to physical TPM
Permits VM mobility, e.g. Live Migration



Attestation Modes

TPM-trusted

Complex setup/configuration
▪ Register each Hyper-V host’s TPM (EKpub) with the 

guardian service

▪ Baseline CI policy for each different hardware SKU

▪ Optional: Deploy HSM and use HSM-backed certificates

Specific host hardware required
▪ Needs to support TPM v2.0 and UEFI 2.3.1

Highest levels of assurance
▪ Fabric-admin untrusted

▪ Trust rooted in hardware

▪ Compliance with code-integrity policy required for key-

release (attestation)

RECOMMENDED STEADY-STATE

Admin-trusted

Simplified Setup/Configuration
▪ Setup an Active Directory trust + register group

▪ Authorize a Hyper-V host to run shielded VMs by 

adding it to the Active Directory group

Leveraging Existing H/W 
▪ H/W needs to support Hyper-V on Windows Server 

2016

Weaker levels of assurance
▪ Fabric-admin is trusted

▪ No hardware-rooted trust or measured-boot 

▪ No enforced code-integrity

INITIAL ADOPTION SIMPLIFIER



:  TPM-trusted attestation

Trusted

Boot

Code 

Integrity

Trusted

Boot

Code 

Integrity
UEFI UEFI

All measurements valid?
Guarded

Host

Shielded VM

Host Guardian Service

Attestation: validates the health of the host (boot and CI measurements)



:  admin-trusted attestation

Trusted

Boot

Code 

Integrity

Trusted

Boot

Code 

Integrity
UEFI UEFI

Guarded

Host

Shielded VM

Host Guardian Service

Attestation: no boot measurements or code-integrity policies are taken into account

Correct AD group?



two modes of shielding

Shielded

Encryption Supported

NOTE: a VM’s shielding type is dictated/configured by the Shielding Data from which 
the shielded VM is born







Compliance Mapping

ISO 27001: 2013 PCI DSS 3.2
FedRAMP; NIST 800-53 Revision 

4

Enforcing Separation 

of Duties 

A.6.1.2– Segregation of duties 6.4.2 – Separation of duties between test 

and production environments

AC-5 – Separation of Duties

Implementation of 

Least Privilege Access 

and Partitioning Tenant 

Functionality

A.9.2.3 – Management of 

privileged access rights

A.12.1.4 – Separation of 

development, testing, and 

operational environments

6.4.1 – Test and Production Environment 

Separation

7.2 – User access control on need-to-

know basis

7.2.3 – Default “deny-all” setting

AC-6 – Least Privilege

AC-6 (10) – Prohibit Non-Privileged

Users from Executing Privileged 

Functions

SC-2 – Application Partitioning

Protecting Information 

Stored in Shared 

Resources

None 8.7 – Restricted access to databases 

containing cardholder data

SC-4 – Information in Shared Resources

Protection of Data at 

Rest

A.8.2.3 – Media Access 3.4 – Verifying stored PAN is unreadable 

3.4.1 – Disk encryption usage and access 

control

6.5.3 – Insecure cryptographic storage

SC-28 – Protection of Information at 

Rest

SC-28(1) – Protection of Information at 

Rest

Security Function 

Verification and 

Integrity Monitoring

None 11.5 – Change-detection mechanism 

deployment

SI-6 – Security Function Verification

SI-7 – Software, Firmware, and 

Information Integrity



http://aka.ms/privsec



Admin Environment

On-Premises 

Datacenters

3rd Party SaaS

Customer and 

Partner AccessBranch Office Intranet and Remote PCs

High Value 

Assets

3rd Party IaaS

Mobile Devices

Microsoft Azure
Office 365

Azure Active 

Directory

Rights Management 

Services Key Management 

ServicesIaaS
PaaS



attack

Malicious Attachment Execution

Browser or Doc Exploit Execution

Stolen Credential Use

Internet Service Compromise

Kernel-mode Malware

Kernel Exploits

Pass-the-Hash

Malicious Attachment Delivery

Browser or Doc Exploit Delivery

Phishing Attacks

ESPIONAGE, LOSS OF IPDATA THEFT RANSOMLOST PRODUCTIVITYBUSINESS DISRUPTION

ENTER

ESTABLISH

EXPAND

ENDGAME

NETWORK

DEVICE

USER



in-common?

Insider
attacks

Phishing 
attacks

Fabric
attacks

Pass-the-hash
(PtH) attacks

Stolen
credentials



Stolen admin
credentials

Insider
attacks

Phishing 
attacks

Fabric
attacks

These privileged accounts have the keys to the kingdom; we gave them 
those keys decades ago

But now, those administrators’ privileges are being compromised through 
social engineering, bribery, coercion, private initiatives, etc.

Administrative 
Privileges



Active Directory and Administrators control all the assets



under attack

One small mistake can 

lead to attacker control

Attackers Can

• Steal any data

• Encrypt any data

• Modify 

documents

• Impersonate 

users

• Disrupt business

operations

Active Directory and Administrators control all the assets



Tier 2 
Workstation 

& Device 

Admins

Tier 0
Domain & 

Enterprise 

Admins

Tier 1
Server 

Admins 

1. Beachhead (Phishing Attack, etc.)

2. Lateral Movement
a. Steal Credentials

b. Compromise more hosts & 

credentials

3. Privilege Escalation
a. Get Domain Admin credentials

4. Execute Attacker Mission
a. Steal data, destroy systems, etc.

b. Persist Presence

24-48 Hours



DC

Client 

Domain.Local

Attack Operator DomainAdmin




















