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Dashboard

IMPERVA
@ SECURESPHERE

DISCOVERY & CLASSIFICATION SETUP PROF| O

Filter

LN

DEY.GHEEIEN Directory Services Audit Data  File Audit Data
Il 3 | MASOAL (4127 AR Aveelit Do
i /-1 =], MSSQL(13] its. I
Reported Period: 03/06/ 5 3 (7 Days,23 hrs) =
Base Filter: User is [sa] L
Filter: Empty
Select Columns 14 4 Page 1 ofl
Event Date and Time « EventID # Source IP » |Usersy Destination Il
[= Mar 06, 2018 (50)
March 6, 2018 6:18:30 PM 197568495984 192 1681371 sa 192,168,137 ¢
March 6, 2018 6:18:28 PM 197568495982 192168 137 1 sa 192 168 137 ¢
March 6, 2018 6:18:26 PM 197568495980 192.168.137.1 sa 192,168,137 ¢
March 6, 2018 6:16:14 PM 197568495978 192 168 137 1 sa 1 137 4
March 6, 2018 6:10:46 PM 197568495976 192168 137 1 sa 192.168.137 ¢
March 6, 2018 6:10:46 PM 197568495975 192.168.137.1 sa 192,168,137 ¢
March 6, 2018 6:10:04 PM 197568495972 192 168 137 1 sa 192 168,137 ¢
March 6, 2018 6:10:04 PM 197568495970 192.168.137.1 sa 192,168,137 4
March 6, 2018 6:10:04 PM 197568495970 192.168.137.1 sa 192,168 137 ¢
March 6, 2018 6:10:04 PM 197568495970 192 168 137 1 sa 192168137 ¢
March 6, 2018 6:10:04 PM 197568495969 192.168.137.1 sa 192,168,137 4
March 6, 2018 6:10:04 PM 197568495069 192 168 137.1 sa 192.168.137 ¢
March 6, 2018 6:10:04 PM 197568495968 192.168.137.1 sa 192.168.137 ¢
March 6, 2018 6:10:04 PM 197568495968 192, 168.137.1 sa 1921681374
March 6, 2018 6:10:04 PM 197568495967 192 168 137.1 sa 192 168 137 «
March 6, 2018 6:10:04 PM 197568495962 192.168.137.1 sa 192,168,137 ¢
March 6, 2018 6:10:04 PM 197568495958 192 1681371 sa 192168137 ¢
March 6, 2018 6:10:04 PM 197568495958 192 168.137.1 sa 192,168,137 45
March 6, 2018 6:10:04 PM 197568495958 192.168.137.1 sa 192.168.137.45
March 6, 2018 6:10:04 PM 197568495958 192 168 137 1 sa 192 168 137 45
March 6, 2018 6:10:03 PM 197568495954 192 168.137.1 sa 192.168.137.4
March 6, 2018 6:10:03 PM 197568495954 192 168 137 1 sa 192 168,137 45
March 6, 2018 6:10:03 PM 197568495954 192.168.137.1 sa 192.168. 137 45
March & 2018 6:10°03 PM 197568495954 192 168 137 1 sa 192 168 137 45

4

IMPERVA

SECURESPHERE

G BT B TR R 2 F 2

DISCOVERY & CLASSIFICATION SETUP PROFILE RISK MANAGEMENT POLICIES AUDIT REPORTS [MONITOR. THREATRADAR BrMain X~ (7]

Dashboard Violations  System Events  Blocked Sources  Monitor System Action
| Alerts (filtered) ‘lf_!.l Alert 192003: Unauthorized Host t470-172501 by holmes from 192.168.137.1
|4 4 Page | 1 0f2p M % Geographic Alert Map = Actions: Nona
No. » |Ox [~ Updatedw | # »  Alert Description - Policy: SQI Profile Policy
= Mar 06, 2018 (4) [ Edit Policy ][ Knowledge Base ]
193006 | 3618 4  Multiple aclorgnames from 192 168.137.1 e £03 ]
193005 © I 3618 2 Multiple MS-SQL xp_req” - registry access(+) from 192.168.137 1 K:; = Value
183003 n 3eMs &  Multiple scswitmname from 192 1681371 Violation Type sql
6 i 15- * - regi + Severi Mediumn
193002 @ I 3.8 2  Multiple MS-SQL xp_reg” - registry access(+) from 192.168.137 .1 Policyr:amn SQL Proiie Poiicy
EiMan02,2018,3) ! . ::;;::nmg:srcﬁpﬁon aiii?smzad Host 1470-172501 by holmes from 192.168.137.1
192004 @ 3218 &  Multiple MS-SQL xp_req” - registry access(+) from 192,168,137 .1 Viclated fem User: haimes. Host [470-172501 i
192002 B sens 17 E ive Att of Database Login Immediate Action None
192003 I 3218 1 Unauthorized Host t470-172501 by holmes from 192.168.137.1 Event Details:
K | Event Time Gateway
El Mar 01, 2018 (3) : § March 2, 2018 6:08:30 PM T vas00
191051 3118 1 Unauthorized Source Application toad.exe by system from 192,168,137 1 3
191053 0 318 1 Unauthorized Host impervaitd70-172501 by system from 192.168.137.1 | ESenver.Group, Service Application
T B (3118 1 Unauthorized 08 User hoimes:fan by system from 162 168.437.4 ¥ Windows 2012R2(137.45) T MssaL Senvice ¥ Default MsSql Application
& Doc 31, 2017(8) Connection zu“ifi’;mec" User DB Application Sir 0S Hos
184009 '] 123117 14  Multiple Profile Unauthorized Source Application by user system 192 168,137 1:51303 — b Y microsoft sql server 1470-
184008 [ 123117 14 Unauthorized Host impervaltd70-172501 by system from 192.168.137.1 192 168 137 451433 Remole 1 iimes management studio 172501
184006 . 12131117 5  Multiple Profile Unauthorized Source Application by user holmes Affected Rows Response Size Response Time
184007 0 123117 5  Unauthorized Host t470-172501 by holmes from 192.168.137.1 0 0 Records 0 msec
184004 B 123117 2 selectsave_info alert f;fs‘gc"d‘ 'LE‘;;‘I’; gﬁ;ﬁg{‘usel hoimes'
184002 l 12131117 18 Multiple Profile Unauthorized Source Application by user system
184003 D 12/31117 18 Unauthorized Host imperva\td70-172501 by system from 192.168.137.1
184001 D 123117 18 Unauthorized OS User : holmes.fan from 192.168.137.1
Select system_sqgl_modules  SELECT SCHEMA NAME(sp.schema_id) AS [Schema], sp.name AS [Name]. sp.object_id AS [ID], CAST(
Select sql_modules SELECT SCHEMA NAME(sp.schema_id) AS [Schema), sp.name AS [Name], sp.object_id AS [ID],_CAST(
Select all_objects SELECT SCHEMA NAME(sp.schema_id) AS [Schemal. sp name AS [Name], sp.object id AS [ID]_CAST(
Select system_sql_modules = SELECT SCHEMA NAME(udf schema_id) AS [Schema], udf name AS [Name], udf.object_id AS [ID], (cas
Select extended_properties SELECT SCHEMA NAME (udf schema_id) AS [Schema), udf name AS [Name], udfobject id AS [ID], (cas
Select sql_modules SELECT SCHEMA NAME(udf schema_id) AS [Schema), udf name AS [Name],_udf object id AS (ID], (cas
Selact xmi schema collections SFI FGT SCHFMA NAMF(ikif schema id) AS ISchemal udf name AS INamel udf obiect id ASTID1 (cas

»
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CounterBreach i Bl & et dr |2 § TR 327 &

BEYEEA BN & B35 B (e Z2ER(ELYEE)
(DAM,DBF) (CounterBreach) (DAM,DBF)
MONITOR LEARN AND DETECT BLOCK /

QUARANTINE

®
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Behavior: & = i¢ * & 5 B~ T L ch2] %7 L 3 s (Baseline)

PCIl Database

AEEAR B R E?(Who) FH f BEE R ?(What) =l 7Z/DBE?
0
HREE S I E FHNAES e O EFINER
#RE R EE?(How) ' EAZBEAHE]? ' JEE?(When)
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-4 - — Suspicious Application Data Access
(™ A23% PR USErE 4% 13 5)

* |dentify compromised, careless and S—
malicious users Service Account

Sensitive
Application Data

v

— Application Data Access —
O iiicnoneacn oo o cc s - Application P

< Back to Incidents

URITY EVENTS  SECURITY SETTING! ADMIN SETTINGS

Suspicious Application Data Access

Event Time: Feb 28,2016 11:00:00 AM | Log Time: Mar 30, 2016 8:18:44 Al | Status: Open | ID: 1003 .

Interactive (non-application) user jjohn.heidorn® directly accessed application table data on the D B ACCO u nt
database on '10.51.45.117".
Learn mare

#\ What influenced the severity of this incident I nte ract' e l 'Ser
The tables accessed seem to hold sensitive data ol significant influence IV
The user has accessed an excessive number of records in (D B/ \)

- - Moderate influence
comparisan ta the user's established baseline al

The user has used a service account to access the database al Moderate influence

The user has never or rarely accessed some of these tables in the N .
Wl Minor influence

®
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i B = — Service Account Abuse
(s * #2358 MR ELAR T * )

Detect

* |dentify compromised, careless and

malicious users
— Application Table Access
— Service Account Abuse

IMPERVA
COUNTERBREACH DASHBOARD  SECURITY EVENTS

SECURITY SETTINGS

ADMIN SETTINGS

Service Account

———’

Interactive User

Admin
Security Events = Incidents
7 oPen 2 wien
MANAGE WHITELIST RULES
Showing 1-7 of 7Incidents | Show closed incidents (1,428) Show incidents logged since: All Time Fitter Incidents
SEVERITY ~ TYPE EVENT TIME LOG TIME STATUS USER NAME HOST SOURCE IP DESTINATION IP
Suspicious Application Data Access Feb 28, 2016 Mar 30, 2016 Open ohn.heidorn win7x-john.h-desk  159.3.108.69 10.51.45.117
#1003 Interactive (non-application) user ‘jehn.heidorn' directl... 11:00:00 AM 8:18:44 AM
Database Service Account Abuse Feb 28, 2016 Mar 30, 2016 Open ohn.heidorn win7x-john.h-desk  10.10.32.41 10.10.194.52
" - PN TR o 10000 i RS ERIY)
[IET)  Excessive Personal File Access Jun 15,2015 Apr 05, 2016 Open mariam.harris  win7-harris.m 10.100.65.53 10.254.100.73
1 User 'mariam.harris’ accessed an abnormally high num.. 1:00:05 AM 1:30:34 AM

#1303

Excessive Personal File Access

User "nate.civian® accessed an abnormally high numbe...

Jun 15,2015
1:00:05 AM

Apr 05, 2016
2:02:07 AM

10.10.3017

10.254.100.73

Sensitive
Application Data

Metadata

IMPERVA




&8 = — Excessive Data Access
e P-EE T A

. Ider_m_fy compromised, careless and () DB Account
malicious users . momaly. Sensitive
Retrieves 1,000 Application Data
Support Analyst records out of
— Application Table Access working hours

— Service Account Abuse

— Unusual Data Retrieval Metadata

Maintenance on 5
records

Customer Support
(Peer Group)

®
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The CounterBreach Difference
Financial Services

Before After Results

* 2% of databases monitored - 50% of databases monitored - 25x more databases monitored

« 0.25FTE - 0.25FTE « Equivalent FTE

1,000 alerts per day -+ 15-30 alerts per day « 1000x reduction in rate of alerts
1% of alerts investigated - 100% of alerts investigated - 100x increase in alerts investigated
+ 0 significant incidents discovered - 2 significant incidents discovered

CounterBreach improved effectiveness of data security
without increased labor costs

®
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55% 57% 54%
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Imperva Survey at RSA Security Conference 2018
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Heartbleed
XSS Attacks

-, Malicious Code
- Morphing

- *Stealth’ / Advanced

Scanning Technigues

Magic Hashes

Cryptographic
Shodan Attacks

Disabling Audits Sniffers

Password Cracking -
Self-Replicating Code -
Password Guessing

1880 1885 1890 1895 2000 2005 2010 2016

W F AN #lF
K

- x
s =
5 Attack Sophistication Intruder Knowledge S

WS H 15 B 1R 15

ZESHEIME
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Attack Analytics¥ ®[ 2* G E i 2 17TWAF =% > % £

1. J= B8 WAF srx > ¥ #(Security
Events)

2. T EEEZ 2 e (L

T - 1 ESWAN A | 37 53
3 R L el bR R
ARECEFREX 2EE o D
D 0000000
0000 0000
000000 0
0 00
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How It works

TBEWAFehE & F
2% (On-Prem. or
Cloud)
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Open  Acknowledged An
Attack - ._y

Analytics

Showing: 6 of 6 incidents (based on 1.40K events)

Generated on 29/08/18 10:42:42
Documentation

Copyright © 2018 Imperva Terms of use Privacy Policy Support

Confidential

© 2018 Imperva, Inc. All rights reserved.

Events

L

1.39K

Hide small incidents

(UTC + 8)

Last 7days ~

Status 08:30 09:00
Status
Who did
A 114.25.230.154
Where )
o B Taiwan
v\ h‘rch
ools
"t 28 Aug 2018 08:34:30
event
Last
it 28 Aug 2018 08:51:38
ven
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) IMPERVA
C_ SECURESPHERE DISCOVERY & A RISK MANAGEMENT POLICIES AUDIT REPORTS FMONITOR' THREATRADAR B Main L~
i 261BEMLZEEH
Dashboard AEg&EM Violations System Ey . em Action
Alerts (filtered) EEIAttack An alytlcs [38]0Y Alert 137220: Multiple signatures from 114.25.230.164
/\7'; II:|:|l = == dh I+ == —
44 F’agel 6 nlf25‘l ' bl 7] ﬁ' Eym == /T B User Agents 1 A
| No. »|© ¥ /[l v|Updated »[# «]|Al E/\Jgﬁ: - | Web User 0
T = Aug 28, 2018 (20) Violations:
- 137235 @ |} 8/28/18 1 lllegal HTTP Version http/1.1 [ [Signature Description [Found In [ Matched Text
137238 © I 8/28/18 1 Malformed URL = Directory Traversal - 3 parameters AT
137234 @ I 8/28/18 2 Multiple Unknown HTTP Request Method from 124.9.9.22 Event 6589838407529373729: Signature Violation P]*‘e
137236 " 8/28/18 2 Multiple Malformed HTTP Header Line from 124.9.9.22 | Key | Value
Violation Type htt
137224 [ 8/28/18 14 @ Distributed ThreatRadar - Malicious IPs Severity e High
137227 D 8/28/18 91 Multiple Too Many Headers per Response from 114.25230.154 Policy Name Recommended Signatures Policy for Web Applications
137230 | 3/28/18 434 Mulfiple signatures from 114 25 230 154 Alert Number 137229
' ' ' ' ' ; - Violation Description | Directory Traversal - 3
=]
T 137229 I 8/28/18 1490 Multiple signatures from 114.25.230.154 [ Violated Item Location: parameters, Position 8
r37232— ; I ~&128118 =20 uitipleCross=sieserptimg o 22523015 Immediate Action Block
137228 J 8/28/18 100 Multiple Double URL Encoding from 114.25.230.154 : S!gnature _— p?f‘t:"..:’": rgxp="" [V (LA R T
137231 | 8128118 8  Multiple WEB-MISC /etc/passwd(+) from 114.25.230.154 i Sl'gt';zt:geTE:tsc” ption  Directory Traversal - 3
137226 [ 8/28/18 @ Distributed ThreatRadar - Anonymous Proxies | [ | Found In i:;é;’ameters
137225 | @ | 8/28/18 2 Distributed WEB-ATTACKS wget command attempt 1(+) Offset 8
137223 @ I 8/28/18 1 Masscan Scanner Dictionary Name Recommended for Blocking for Web Applications
137222 @ 8/28/18 1 WEB-ATTACKS wget command attempt 1 |EE‘-‘"t E{E"aih: Gt
o - vent Time ateway
137221 [ 8/28/18 5] @ Distributed ThreatRadar - Malicious 1Ps August 28, 2018 10:41:50 AM T IMPV13 GW1
137218 @ I 8/28/18 4 Distributed WEB-ATTACKS wget command attempt 1(+) | Seryer Grou | Service | Aoolicaion =
137217 | 8/28/18 15 @ Distributed ThreatRadar - Malicious IPs T no . 4 _ ng o
137219 © ] 82818 1 Webdav Method Detection T I*:gmx—WWW ATTP Service = gefalf‘" Wfb Application
os ource GeolLocation
137220 J 8/28/18 1 NULL Character in Method Y ) ]
I Unidentified
E Aug 27, 2018 (30) | Connection
137216 [ 8127118 2 @ Distributed ThreatRadar - Malicious IPs S 11425 230 154 52099 — 192 168 3 2:80
137211 D 8/27/18 135  Multiple Too Many Headers per Response from 114.25 224 67 | User | Session
ADTOMNMN | OMMTTiAD oA Rl lm mimem mdcvrmm Formemn AAd A D A 27T an|n h
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25% of websites monitored

2.00 FTE

109 K alerts per day

2% (1,000) of alerts investigated

0 significant incidents discovered

Imperva Attack Analytics

100% of websites monitored
2.00 FTE

64 narratives per day

100% (64) of narratives investigated

2 significant narratives discovered

CASE STUDY: Crypto Currency Company

31 © 2018 Imperva, Inc. All rights reserved.
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Ax more WAF traffic
monitored and investigated

Same FTE

1700x reduction in rate
of alerts

100x Increase In alerts
iInvestigated

IMPERVA ATTACK ANALYTICS
IMPROVED EFFECTIVENESS OF
APPLICATION SECURITY
WITHOUT INCREASED LABOR
COSTS
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