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Autoruns

& Autoruns - Sysinternals: www.sysinternals.com

Eile Entry Options Help

dEBA XK

L] eS|

' Winlogon | I"t Winsock Providers I 23 Print Monitors @ LSA Providers L Network Providers :Efﬂ WMI | B Sidebar Gadgets

2} Everything | é Logan | :-J Explorer | @ Internet Explorer [,j Scheduled Tasks | % Services | Drrivers | @ Codecs | E Boot Execute | E Image Hijacks | |%] Applnit | %] KnownDLLs
Autoron Entey Descrlption Publisher Iraage Path Timestarnp o

ml Intemet Bxplorer Help Windows Mail Microsoft Corportion e'orogram files (r88)wind.., 2009714 B 0742

ml Intemet Bxplorer Setup Tools Windows Mail Microsoft Corportion e'orogram files (88 wind.., 2009714 B 0742

ml Microsoft Windows Windows Mail Microsoft Corporation cprozram files (x86)wind.., 2009714 B 0742

ml Microsoft Windows Sciipt 5.6 Windowes Mail Microsoft Corporation corogram files (88 wind.., 2009714 B4 0742 :
ﬁ HECT IS eftwareMicrosof W indows ¥ onmen Y esion Bun 2016381 T4 0551 3

& b
ﬁ HELMSoftwrareiZlasses S hel B Contey thennH andlers

%) 7-Zip 7-Zip Shell Bxtension
#f HELMSoftware\Classes\Directory\ShellEx'Contex tMenuHandles
%) TZip 7-7ip Shell Extension
#lf HELMSoftware\Classes \Directory\Shellex DragDvopHandlers
& Zip 7-Zip Shell Bxtension
. HELM SoftwrareClasses Directory Background Shel B Contey tenmHandlers
=] Gadgets FHl RN EE
#f HELMSoftwareW owid 32NodeClasses \Directory Background\ShellEx VContex MenuHandlers
| Gadgets FHERN EE

ﬁ HELM\SoftwaeWicros of W indows ourentiVersion B plorer\Shell InonChveday Identifiers
[+ %] SkyDriveProl (BrrorConflict) Microsoft OneDiive for Business Bitensions
%] SkyDiveFro? (SyncnFrogress) Microseft OneDiive for Business BExtensions
%) SkyDriveProd (InSyne) Microseft OneDirdve for Business Bitensions
ﬁ HELM\Softwae W owed 32 edeWicos et bW ind s Curren tVersion B plorerS hell InonChveday [dentifiers

Lzce Pavlonr

Lzcr Pavlowr

[zcr Pavlonr

Mirrosoft Corporation
Microsoft Corpomtion
Microsoft Corpomtion
Microsoft Corpomtion
Microsoft Corportion

Ly L

chpeogram filesV/-EpN-gip..,
chprogram filesV P mipiP-zip..,
&program filesV-aipi-gip...
ooz filesWwindows 5.
cprogram files (rBE)wind. ..
coroemn Hlestmicrosoft ...

- orogmm Hlesmicrosoft ...
crprogram filesmicrosoft ...

P N TNy L] o PR,y 1)

014407 T 12:40
1568 £ 11:32
20119 B4 1208
2015618 B 11:32
20119 B4 1208
015608 £ 1132
20100149 5 12:08
AT T 1253
AT EAE 0932
20074 T 12:53
2074 B ORle
016881 T4 0536
1628 T F 449

AL T 5 (449

A T 5 (49

A0LEA1R T 0220

A LA TR 0L

| P Pt T W ) NP Y LY LY CFR Y oy P [ P UF -0 YRy O P 1 o Pty
(,@ ikeguhac.exe Size: 34K
<7 Time:  2014/10/7 F<F 12:40

"C:\ProgramDatalikeguhac.exe”

Ready.

Windows Entries Hidden.
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Autoruns

# HECUSoftwareMicresofWindows \CurentVersion\Run
il

2016351 T4 05:51
¢programdatikeguhacexe 2014107 T F 1240
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Process Explorer

& Process Explorer - Sysinternals: www sysinternals.com [WIN-OBEIMSSMILL\WebAdmin]

File Options View Process Find Users Help

d@=EpoR|=®xae /[ | 14 14|

Fuccess CFU Fuivate Bytes Weadng Bet FII' Lescdphion Cornpeny Harme
;_n..',n':s:dtc.em 460K 1M E 2460 Micoosaft SETTREE SiRaEISE ... Micuoscft Corpouation
w7 vehost.exe 20M4 K 5612E 2740 Windows Seorces BUZEREREIE || Micuoeoft Corpoustion
ﬂmm.em 4452 K BAT2E 2056 NET Euntive Optirizstion Ber... Miesosoft Corposation
@mscc\mmr.em 4.E0K XY 2950 MET Funtine Clplimization Fex... Micoosoft Corporation
7] srehost exe =< 001 46,880 E 33,556 K 2552 Windows Berdces BRI | Micioscft Coopoustion
17 TrustedInstalles exe 1BIBE IPIMRE 380 Windows {EEAZT45E S, Micoosoft Clorpoestion
[] cifficec licktoom exe = 001 10,116 E 16,48 K 568 Wlicuoecft Office Click-to-Fan Mlicnomaft Corpouation
ﬂSemhhdemx.eme =001 ZRR0E BO2EK 1772 Micocecft Windows Seawch 3., Mficocscft Corpoestion
| teskhost exe 3612E 5FAE 3580
E lzass.exe 1IN K 11,7%E 524 Local Secuwaty Authonty Piocess  Wficrosoft Corposation
| Lern.exe A4RE 4 M6 E 532
B | emssene 0 93 E 19352K 412
T | nlogen e T & FA-V:0 A
)= exploer exs 0o SEBIE AOR0E 1660 Windows {8 FEEE Moficoeaift Corpoestion
= G‘chm‘me.em 0.1a BIEE EAME 2996 Google Clooime Croogle Inc.
E‘ chuore exe 435, 52K 152524 K T4 Google Cloome CGroogle Inc.
G‘ chure exe 0.0 42148 E SPMOE 533228 Google Clucime Coogle Inc.
G‘ chuore exe < 0.01 35,848 E L08R E 18858 Google Clooime CGroogle Inc.
E‘ chure exe T4 E 1018 E 1996 Google Clacwne Coogle Inc.
E‘ chuore exe < 0.01 32K 45,368 K 39 Google Clooime CGroogle Inc.
E‘ chure exe oo 4250 E SAAOE 3556 Google Clucime Coogle Inc.
G‘ chuore e ZA516E BABE 5528 Google Clooime CGroogle Inc.
=7 autcun= exe 10,068 K 178 E BB futostart progam wiewes Bysintemals - wunw sysintema. .
= &Eﬁpmcexp.e:ne 2560 K GAHE 2452 Bysintemals Fiocess Explose: Bysintemals - wywnw sysintems. ..
L&lrpmcexp&fl.exe 624 15,74 K 2T E A4 Svnntemals Poocess Bxplose: Sysntemals - wunw syrsintama. ..
=] jus:ched.e:ne 47THEE 402E 1788 Jave Update Scheduler Creacle Corpoeation
| 2,/ jucheck.exe 502K 13,256 K 3544 Java Update Chacke:x Chacle Corposation
T OWene ) AT e
il

m

CPU Usage: 11.40% Commit Charge: 51.11% Processes: 53 Physical Usage: 67 42%

e I T TTT T ] = I
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Process Explorer

- ~ ATRE 462K
"“";’"m“ s 02K 13,25 K
::'.lﬁ'.\'.m S~ e
. 3l 192 K .
062K 1785 Java Updahe Schedular Ozl Coupoention
13,256 K 3544 Java Update Checlun Oene b Crapoentson

24K BAGWK Mhicsosoft Composation

-y
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T HIERF PID:1660

- explorer.exe:1660 Properties

Image |Performanr_e | Performance Graph | GPU Graph | Threads | TCR/IP | Security I Environment I Strings|

Image File
] Windows FEZEEEES
-_I:T;!J Microsoft Corporation
Version:  ©.1.7601,17567

Build Time: Fri Feb 25 12:24:04 2011
Path:

C:\Windows\explorer.exe
Command line:

C:\Windows\Explorer EXE
Current directary:

Cr\Windows\System32),
Autostart Location:

HKLMYSOFTWARE \Microsoft\Windows NT\CurrentVersion\Winlogonishel

Parent:  <Mon-existent Process={1596)
Uszer: WIN-OBEIMSSMILL WebAdmin
Started: P 05:11:37 2016/3/31 Imaage: 64-bit

Comment: |

VirusTatal:

Data Execution Prevention (DEP) Status: DEP (permanent)

Address Space Load Randomization: Enabled

Verify

Bring to Front

Kill Process
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EEAER PID:2088

Image |Performanr_e | Performance Graph | GPU Graph | Threads | TCR/IP | Security I Environment I Job | Sh’ings|

- explorer.exe:2088 Properties E'@

Image File
] Windows FEZEEEES
-_I:T;!J (Verified) Microsoft Windows
Version:  ©.1.7601,17567

Build Time: Fri Feb 25 11:53:11 2011
Path:

Cr\Windows\SysWOWsH\explorer.exe

Command line:

"Criwindows\system32\explorer . exe”

directory:
C:\Jsers\WebaAdmin\AppData\Roaming’,
Autostart Location:
nfa Explore
Parent:  <Mon-existent Process:(1320) P
User: WIN-OBEIMS SMILL WiebAdmin —
Bring to Front
Started: P 05:51:20 2016/3/31 Imaage: 32-bit
Comment: Kl Process
VirusTotal:
Data Execution Prevention (DEP) Status: DEP
Address Space Load Randomization: Enabled
Ok ] [ Cancel
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IREIEFB IR ZN - bitsran.exe 2 FEHVIRIE 2R 08

while ( 1)
{

if ( (v2 - (_BYTE *)dword 4212A4) >> 2 <= v5 )
std::_Xout_of_ range("invalid vector<T> subscript”);
vl = suh 4021F0(*(( DWORD *)dword_4212A4 + v5), 0x1BDu, 1);
if ( v7 1= =1)
{
sub_402230(v7, v7);
account = aFeibSpuserl4;
v9 = 0;
do

if ( sub_4015CO0(*(struct in_addr *)((char *)dword_4212A4 + 4 * v5), (int)account, (int)(account - 50)) I|= 18999 )
break;

v9 += 100;
account += 100;

}
while ( v9 < 0xC8 );

if ( (signed int)++v5 >= lpThreadParametera )
break;
v2 = dword_4212A8;

R R W W N TR R EF TR TSN TR S e e e

}
++dword_4212A0;

result = 0; .data:0041AE38 a:ﬂcfvgy? db '
} .data:0041AE4]1 ; .data:0041AE41
.data:0041AE6A aFeibSpuserld db |FEIB\SPUSER14'|,0 ; DATA XREF: StartAddress+95To
.data: 0041AE78 ; .data:0041AE78
.data:0041AE9C aItcscomadm db 'li A
.data:0041AEAT7 ; .data:0041AEA7
.data:0041AECE aFeibScomadmin db |FEIB\scomadmin'’

.data:0041AEDC db 0
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Corecloud loud.com.tw>
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SATEHEE
O |EFHURFERES L

HAEEECNAR LI EREE  2REERE B2
FEBARMBRR

B BhEE

_ Run registry key modified

it FHaE S
2018-04-01 12:52:44 D44G17T07 10.107.51.9
B

RRAMNTERASMEDT - SEFIFILLER - FlESE LWRE -
BERnEEEN

C:\Users\H121772063\AppData\Roaming\hevchvvri\vejvucvw.exe

{EFIRRE E MRS

BIEER  ABAAPTRERZ D

BHES
EEITH

Bz AZDE

mbfohg.exe
cfxq
bfohg.exe
-_mnfong exe
mbfohg.exe mbfohg.exe
eXpioreree chiqerexe i

) i cixqerexe
,\ = ek £l mbfohg.exe

cfxqer.exe o s

Reglstry mbfog exe
mbfohg.exe
mbfohg.exe

+-HELP-RECOVER-+noigm-+.png

mbfohg.exe
mbfohg.exe

*»HELF-RECO\‘ER-*HD!QN-* xt
m-+.html

+HELP-RECOVER-+noig|
brong e e
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* Process
- ZEIRDLLIHTH
- BEXRTHRLEN
— EINRIRNEEAAR IR R
* Registry
— OJRERVIETVE A T IS
- BMNRAREIEN
— FTERSREE2CHE

- ERFERIF
- EENEELCE

- EXRAEREME - WES - K
BEMRESS

Memory
- BcEREREEBRIEMET
- BN P A TETUBAY
& 1

Networking
- HEERNEL
— AEEARARL

I]]

DDNA o8 Ee 24T

%5 & Virustotal (68 antivirus)

— Hash tE¥
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R{EhE B P Ee B0OH Bkl
EES S P2 IVIRIE O] 5 18 2R &)
2 s A (= Internet Explorer
e 3 A= i
NE R B R E AMBANZINE FopEe
BpoEE  ommEBgs | owershelliRfED

AY
/\\‘5

) Ip\ %ﬁ E

EREXNERTR R SRS S B

Google Chromef&

Bt NELE T HE)
- Mozilla Firefox
nEL j:‘l"ﬂz Eﬁi,—%—.ffﬁﬁ
EIVEESH AR =N s

200+{E 1B RIIEE

26



HRGEWE Core Cloud Tech.



S EIERY 0 E R

T EE R 38 2R
» BT T AR TERN
I ERIATENSHEEZ

=

- e HE RV TVERIE ST

MRERANDNEETT -
35 2 — ] 5 - 5 M Y B el




&

i

i

HINEEEE SN INER - BT

i

CounterTack -

@ WIN-257617M3N56 Bl
Overview //%/%;[_\; E EB ﬁ% %éTraceS

Classifications Traces
(Unresolved) (Unresolved) Key Events Basic Events Threat

0 2 28 22.4k

0 Tota 2 Total Max. Impact 100

0s Windows 7 Enterprise (64-bit) Status OFF +

Domain

Visibility Hidden Visible

IPv& Address 192.168.67.132

ti Off 0
Profile e e e Quarantine n
ofile-Waorkstation-User charga Profile L

i i i Errors (24 Hours) ]
Pending Profile: Profile-APT-and-Malware-Analysis-1.0
Behaviors B Resolve All Behaviors

Cila =+Add Groups




tL Unresolved
I —ew =5 A\l (= | 3 4=
EREERIRP - FuRRENRNT
Overview
Time Started Last Active Key Events Total Events
13:27:32 09:40:33 28 3.1k
Jun 15, 2015 Jun 16, 2015
Endpoint WIN-257617M3N56 IPvé& Address
0s Windows 7 Enterprise (64-bit)
Domain
Tags

Impact

100

169.254.184.163
192.168.67.132

ocaldomain
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:‘4): Trace Suspicious Execution: Process cr

Processes

All Terminated

Event Time &

2015-06-15
13:27:32.887

2015-06-15
15:02:56.299

2015-08-15
15:03:13.898

2015-08-15
15:03:13.970

2015-06-15
15:03:46.498

2015-06-15
15:03:46.591

Action Name

PROCESS_CREATE (® svcmondr.exe

PROCESS_CREATE

PROCESS_CREATE

]
[i:]
]
1]

PROCESS_CREATE ® netl exe
PROCESS_CREATE (® net.exe
PROCESS_CREATE ® netl.exe

(2
e

ated with image in user hidden (AppData) folder

User

WIN-

257617M3N

WIN-

2576/7TM3N56\Wwin7

WIN-

2576/7TM3IN56\Wwin7

i
[5)]

F—EE2 B REsvemondr.exe

Command Line

net user

net localgroup administrators

istern32\net1 localgroup administrato

s

PID

2436

2852

2688

2768

1164

Backing File

G~TAppData‘Local\T

CAUsers\WINT_

OW64\net] exe

Wb&\net] exe

31
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") Trace Suspicious Execution: Process created with image

All Terminated

Event Time &

2015-06-15
13:27:32.887

2015-06-15
15:02:56.299

2015-08-15
15:03:13.898

2015-08-15
15:03:13.970

2015-06-15
15:03:46.498

2015-06-15
15:03:46.591

Processes

Action Name User
PROCESS_CREATE @scmondrexe VN

=L SVEMONATEXE  257617M3NS6\win7
PROCESS_CREATE ® ipconfig exe i

=L POMI-EXE  257617M3INS6\Win7_
PROCESS_CREATE ® net exe Vi

=L SR 257617M3N56\wir

PROCES5_CREATE @® netl exe

PROCESS_CREATE

WIN-

VR R S a5
2576[7M3INS6\win?

PROCESS_CREATE @ netl exe

n user hidden (AppData) folder

F/HI0niER - NBEFEAZEHA

Command Line

"CAUsers\WINT_G-~T\AppDatatLocal\ Temp\svcmondr_exe

net user

net localgroup administrat

=]
5
w

istem32net]

ocalgroup administrato

s

PID

2436

2852

2688

1164

M {Tipconfig /all

Backing File

CAUsers\WINT_G~NAppDatatLocal\T

NOWB64\ipconfig.exe

OW64\net] exe

Wb&\net] exe

32



WEAB R PRINRSR

:‘4}: Trace Suspicious Execution: Process created with image in user hidden (AppData) folder

Processes

~ B_@ET - MiTnet user - IREWER LRIIRR

Event Time «  Action Name User Command Line PID Backing File

2015-06-15 - L WIN- T sl oN T (PO T | e T P ey eeeererd T s - A T (Bt e e .
132732 887 PROCESS_CREATE (® svcmondr.exe 2576/7M3N56\win7_goodally C\Users\WINY_G~1\AppData‘Local\Temp'svcmondr_exe 2436 CAUsers\WIN7_G~NAppDatatLocal

2015-06-15 - o WIN- T .
15.02-56.999 PROCESS_CREATE @ ipconfig.exe ipconfig /all 2852 CAW

2576/7M3N56\win7_goodally

We&\ipconfig.exe

e PROCESS_CREATE ® net.exe wllis

2688  C:\Window
15:03:13.898 257617M3NS6\win?_goodally '

2015-08-15
15:03:13.970

PROCESS_CREATE ® netl.exe 2556 C:A\Window:
2015-06-15

PROCESS_CREATE net.exe
15:03:46.498 - ®

=]
w

(o)
|
[=x]
<o
[

net localgroup administrator

2015-06-15
15:03:46.591

PROCESS_CREATE @ netl exe

istern32\net1 localgroup administrators 1164 C\W
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:‘@: Trace Suspicious Execution: Process created with image in user hidden (AppData) folder

Processes

e EE3{EIESL - MfTnet localgroup administrators - &R

Event Time &  Action Name User Command Line PID Backing File

2015-06-15 WIN- . . . - . . i
ICESS svcmondr.exe C:\Users\WIN7_G~T\AppData\Local\Temp\svcmondr.exe 36 AUsers\WIN7_G~1\AppData‘lLocal’
1327-32.887 PROCESS_CREATE @ svcmor 257617M3INS6\win7_goodally & N7_G~1 Da p ol 243 C rs _G~T\AppDatailL

2015-06-15 WIN-

WCESS eanfin aye -
15.02-56.299 PROCESS_CREATE ® ipconfig exe ig fall 2852 C

2015-06-15 WIN- )
WESS net exe net user 8 W
15:03:13.898 PROCESS_CREATE © netexe 2576I7M3IN56\Wwin7_goodally e 20 :

2015-06-15

PROCESS_CREATE i
15:0313.970 - ® :

2015-06-15
JWCESS, nat.exe <=
150346498 @ OCoo-CREATE 2T in7_gooda 768 C

2015-06-15

ICESS net] exe
15-03-46.591 PROCESS_CREATE @® netl exe

Woe4\netl exe

- - C\Windows\system32\net1 localgroup administratars 1164 CAWindows\5
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6I7M3N56 S Thread © svcmondr.exe: thread 1484 ]

wn
w

_CREATE Process: Process Created

Event ID 1-jx2rC1KnJAdeWFEOY vYKBacSM7P

Behavior ID(s) d7eb63c7-6ac2-d4a9-c801-079614439896!77890259839¢

Tags

[~ Iacaat

Name svcmondr.exe: thread 1484 Name cmd.exe

Process ID 2436 a Process 1D 2144 =
Parent Process ID 1076 Parent Process ID

User NVIN-257617M3NS6\win7_goodally User 7

)00 SID S-1-

SID

Backing File

Backing File CAWindows\SysWOW64 < BT

wn
w
w
)

J

n

Thread Time Started 2015-06-1

Time Started 20

Process Time Started 201




allp

N

-

2t
JEH

2% =7 == y
SARES

F 450 Bl 755 SR e 7R 0T LA

m

-~

2015-06- WIN-
20150615 poocess. cREATE @whoamiexe o e

15:33:58.652 B 2576/7M3N56\win7_goodally

20150615 poncrss creaTe - xe -

15:37:34.231 e 257617M3N56\win7_goodally

catsrv UIMYHNTGB 2006 CW

2015-06-1 WIN-
PROCESS_CREATE catsrv.exe
15:37:49 511 - @ 257617M3NS6\win7_goodally

catsrv -ctime rasauto.d 16 CWW

m
1

2015-06-15

153824 924 PROCESS_CREATE @® reg.exe ; reg guery hklm\system'currentcontrolset\services\rasauto /s 2792 C:\Window e

:38:24.92 nJ_good

2015-06-15 WIN- req add hklm\system\currentcontrolset\services\rasauto /v

153952507 | ROCESS CREATE ElEnae 2576/TMINSE\Win7_goodally  m2gePath /t REG_EXPA 2496 C e
T "CA\Windows\Syswowbéhsvchost exe -k netsves” /f

20150815 ppocess CREATE ® reg.exe o e CHiseruices rasautol Parameters /o 2756 C:Windo e

15:40:55.080

2015-06-15

PROCESS_CREATE —
15:41:16.233 - ©

2056 C\Window:

2015-06-15

JCESS_C reg.exe
15:41-95 492 PROCESS_CREATE @ reg
2015-06-15
15:45:01564

PROCESS_CREATE ® cmd.exe 2684 C\Wi
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allp

Y2 hS

-

1

-~

FERMEROL

2015-06-15
15:33:58.692

2015-06-15
15:37:34.231

2015-06-15
15:37:49.51

2015-06-15
15:38:24 924

2015-06-15
15:39:52.507

2015-06-15

15:40:55.080

2015-06-15
15:41:16.233

2015-06-15
15:41:25.492

2015-06-15
15:45:01564

PROCESS_CREATE

PROCESS_CREATE

PROCESS_CREATE

PROCESS_CREATE

PROCESS_CREATE

PROCESS_CREATE

PROCESS_CREATE

PROCESS_CREATE

PROCESS_CREATE

- 103
win7_goodally
s catsrv
win/_goodally
Catsny
257617M3NSE\win7_goodally

UIMYHNTGE

-ctime rasauto.d

2576l7M3INSE Wwin/_goodally

WIN-

2576I7TM3INS6\Wwin7_goodally

C:\Windowshsystem32\cmd.exe

2016

16

2684

f\reg.exe
Blreg exe
Bireg exe
Blsc exe
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2015-06-15

rundli32 exe out TCP_OUTBOUND 196.213.104.2 Unknown

15:52:04.554

2015-06-15 P N P - :
e vcmondr.exe out TCP_OUTBOUND Unknow

svchost.exe out (P_OUIB

rundli32 exe out TCP_OUTBOUND 06.213.104 2 Unknow

svchost.exe out TCP_OUTBOUND 56.213.104 2 Unknow

Unknow

(w ]

rundli32 exe out CP_OUTBOUN

15:52:16

JUND 96.213.104.2 Unknown
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# Uk TE virustotal 8915

73 total S
c0. . I -

@ Geolocation URL:
Country . TW .
=i
Autonomous System 3462 (Data Communic ation Business Group)
S HE:

& Passive DNS replication

VirusTotal's passive DNS only stores address records. The following domains resolved t

2015-06-08

2015-01-07 = 534
2014-05-20
2014-02-07 R | e

2014-02-07
2014-02-07

2014-02-07

O Latest undetected files that were downloaded from this IP address

Alienyault

Latest files that are not detected by any antivirus solution and were downloaded by Vin )
: Antiy-AVL
I

2014-05-20 15:00:27

O Hitt &

ADMINUSLabs

AegisLab WebGuard

total

https:// _T

2017-03-03 18:38:43 UTC (0 &348 BT )

iRE

Clean site

Clean site

Clean site

Clean site
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S Thread © svemondr.exe: thread 360 1

A TCP_OUTBOUND Network: Any process establishes any

outbound connectior
T Remote Host 2NNN'50 s :

N“I‘b S Thread © svemondr.exe: thread 1092 1

A~ TCP_OUTBOUND Network: Any process establishes any

= outbound connection
T Remote Host 2-7:80 -




& = P A Uh FE virustotal Y IB T ()

i S_
S total v

@ Geolocation I
Country - TW St HER:
Autonomous System 3462 (Data Communication Business Group)

& Passive DNS replication

Bt O HE

VirusTotal's passive DNS only stores address records. The following domains resc
2014-02-01

2014-02-01 AR

A Latest detected URLs ADMINUSLabs

Latest URLs hosted in this IP address detected by at least one URL scanner or ma

ust  201402:01 000115 |

AegisLab WebGuard
AlienVault

Antiy-AyL

total

Clean

Clean

Clean

Clean

site

site

site

site
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svcmondr.exe

ntids.dll

ntds.dll
Akagi64.exe
bs.exe
ntwdblib.dll
ellocnak.msu
rundll32.exe.xxt
catsrv.exe
rasauto.dll
pciport.sys
svchost.exe.xxt
cat.exe
exlporer.exe

winapi.exe

=g

C:\Users\WIN7_G~I\AppData\Local\Temp\
C:\Users\WIN7_G~I\AppData\Local\Temp\
C:\Users\WIN7_G~I\AppData\Local\Temp\
C:\Users\WIN7_G~|\AppData\Local\Temp\
C:\Users\WIN7_G~I\AppData\Local\Temp\
C:\Users\WIN7_G~I\AppData\Local\Temp\
C:\Users\WIN7_G~I\AppData\Local\Temp\
C:\Windows\SysWOW64\
C:\Windows\SysWOW64\
C:\Windows\SysWOW64\

C:\Windows\

C:\Windows\SysWOW64\

C:\Windows\SysWOW64\
C:\Users\WIN7_G~I\AppData\Local\Temp\
C:\Users\WIN7_G~I\AppData\Local\Temp\

Virustotal#s R

fR_E Gt

iR E@acir
iR LEacir
R EEacir
R _EEaciR
iR E@acir
iR E@aci
iR _EEaCiR
R L@acir
R EEacir
iR EEacir
R LEscir
iR _EEaciR
R L@acer
R @i
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2015-06-15 WIN-257617M3N56

13:27:32.876

2015-06-15 WIN-257617TM3N56

13:27:29.673

2015-06-15 WIN-257617M3N56

13:27:18.652

Process @ powershell.exe 1076 Thread 444
FILE_CREATE

File @ C\Users\win7_goodally\AppData‘\Local\Temp\s
vemondr.exe

Process @ powershell.exe 1076 Thread 444
TCP_OUTBOUND

Remote Host 2| 760 2. 7 HNET-

IP_hinet.net) BN

Process @ WmiPrvSE.exe 1892 Thread 2060
PROCESS_CREATE

Process @ powershell.exe 1076

File Activity: new file created

Network: Any process establishes any
outbound connection

Process: Process Created

=l

=1
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13:27:29.673

2015-06-15  WIN-257617M3N56
132718692

A FILE_LR

Al

T
i

T  File @ C\Users\winT_goodally\AppData’Local\Temp\s

vemondr, exe

Process (2 powershell.exe 1076 Thread 444

TCP_OUTBOUND

Remote Host 2| 760 2. 7 HNET-

IP_hinet.net) BN

Process @ WmiPrvSE.exe 1892 Thread 2060
PROCESS_CREATE

Process @ powershell.exe 1076

154 S Process @ powershell.exe 1076 Thread 444

Network: Any process establishes any
outbound connection

Process: Process Created

=l

=1
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2015-06-15 WIN-2576[7TM3NS6 S Process @ powershell.exe 1076 Thread 444 n 0 =1
13:27:32.876
A FILE_CREATE File Activity: new file created
E-[1&-15 I ikl C —_—
i - 5 Procesz @ powershell.exe 1076 Thread 544
3.21.29.673
A TCP_OUTBOUND
I Remote Host 2 50 (.7 HINET-
P hinet net) Bl
2015-06-15 WIN-2576I7M3N56 5 Process @ WmiPrvSE.exe 1892 Thread 2060 n B =1
13:27:18.652
A PROCESS_CREATE Process: Process Created

T  Process @ powershell.exe 1076
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2015-06-15 WIN-2576[7TM3NS6 S Process @ powershell.exe 1076 Thread 444 ] 0 =1
13:27:32.876
A FILE_CREATE File Activity: new file created
T  File @ C:\Users\win7_goodally\AppData\Local\Temp\s
vemondr.exe
2015-06-15 WIN-2576[7M3NS6 S Process @ powershell.exe 1076 Thread 444 1 g =1
13:27:29.673

A TCP_OUTBOUND Network: Any process establishes any

tbound connecti
T Remote Host 2 -0 (2N 7 HINET- SHEonne conmEea

2015-06-1 WIN-L5 761 MINGE 5 Process @ WmiPrvSE.exe 1892 Thread 2060

PROC

- CREATE

I..I|

3

rm

Tis

—I

Process (@ powershell exe 1076
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owershell.exe B K} 7 T EEE?

2015-05-15

13:27.18.692

S Process @'

s emoccss =ommand Line powershell_.exe -Window5tyle hidden -executionpolicy
T Process © bypass -nologo -noprofile -file
Event ID -6p2rCIKnIA OYimwY C\Users\W l"\ul_l_(:l ~MAppDat

Behavior 1D(s)

Tags Backing File C:

£

\Local\Temp\file.ps1

lindows\System32\WindowsPowerShel = J)|

Source v1.0\powershell exe

Type thread
Removable Device  false Removable Device  false
Name WmiPrvSE.exe: thread 2060 Name powershell.exe
Process 1D 1892 . Process 1D 1076 .
Parent Process ID B76 Parent Process |D
User TM3IN5ES User WIN-257617M3IN5S6Ywin7_goodally
siD 5-1-5-20 SID 5-1-5-21-3577358447-2474945303-3333341052-1000
Backing File ChWindows\System32wwhem ' WmiPrvSE.exe a Command Line powershe Style hidden -executionpolicy bypass -nologo -noprofile -file
Chlsers TwAppData‘Local\Temp'file psl
Thread Time 2015-05-15 13:26:32.936

Started Backing File CAWindows'\System32\WindowsPowerShell\w1.0\powershell exe a




EEKR-2

2015-06-15
152718 b4

2015-06-15
13:2714.623

WIN-2STRITMINGE

WIN-257617M3N56

[ Y L A TLE VR S TN

2 5

r

A FILE_CRERTE

T File & C\Users\WINT_G-T\AppData\Local\Temp\filepsl

File ® C:\Users\win7_goodally\AppData‘Roaming'Microso
ft\Dffice\Recent\104ER{R - BE -~ HESEISSIES
TFRERR LNK

Process @ explorer.exe 1672 Thread 1676
FILE_CREATE

File @ C\Users\win7_goodally'\Desktop\1044E{#{2 ~ &
R~ HEGE IBSEETTERAR xls

File Activity: new file created

T
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O 2015-068-15  WIN-257617M3N56 S Process ® EXCELEXE 3016 Thread 3020 1 - =1
13:27:18 643
A FILE_CREATE File Activity: new file created
T  File & C\Users\WIN7_G-1\AppData\Local\Temp\file.ps1
o 2015-06-15  WIN-2576I7M3N56 S Process ® EXCEL.EXE 3016 Thread 3052 : =1
13:27:16.927
rle C"" Wi IS TRITTM NS
- L - \.4 b ] % . '. 5 prC‘:es
13:.27:16.927

T Fie @ C\Users\win7_goodally\AppData\Roaming\Microso
ft\Office\Recent\1044EG G - 5358 - R SMGESTIE
TERE i LNK
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20150615 WIN-2576I7TM3N56 S Process ® EXCEL.EXE 3016 Thread 3020 1 - =1
13:27118.643
A FILE_CREATE File Activity: new file created
T  File & C\Users\WIN7_G-1\AppData\Local\Temp\file.ps1
2015-06-15  WIN-2576I7M3N56 S Process ® EXCEL.EXE 3016 Thread 3052 | : =1
13:27:16.927
A FILE_CREATE File Activity: new file created
T  File ® C:\Users\win7_goodally\AppData\Roaming\Microso
ft\Dffice\Recent\104ER{R - BE -~ HESEISSIES
TERERR. LNK
2015-06-15 WIN-257617M3N56 S Process @ explorer.exe 1672 Thread 1676 ] a =
13:27:14.623
A FIIF CRFATF Cila Artivitu naw fila rrastad
2015-06-15  WIN-257617M3NS ~
£U12-U0"12 S Process © explorer.exe 1672 Thread 1676
13:2714.623
A

T [File ® C:\Users\win7_goodally\Desktop\104<E8R(R + &5

&~ HBEFUIEETIRERERE «s

54



RFREEXCELXH1EZE

2015/6/15 ({—) 916 b5
jonna0512@ms.bli.goviw <prince7 @ms21.hinet.net>
T04ERER - & - FESAREHEERFHE - B2

HrE johnny tsai

O =sErnEEEnmE -

S 10456 - S - SESRREHEERMR xS (95 KB)

SRESEMEA - 104 F7 A1 HERRHFE - FRETESREREEABIE -
SHME(EERMARSE - BANLENSEEENE) -

EFTEEF (1M ETE10EmEE 923 0HFES5 2008 5 "EIEREEFENHT.
B (104) =7 51 85T -

Big A B/\iH(Jonna Chen)

meEN: (02)2396-1266
Email: jonnal512@ms.bli.gov.tw

jonna0512@msbligeviw EENE

H © s 104FRE - 2F - SEcansEssras  E581 - B (HTML (BH) 0 A o
HiF gSyncit
& S EE EZ  [¥7 999-Malware v CETEFRER  FzEs égp i q @
.  pp E2FEE @ SsssER ) B fss- K g2 O @mup yaE
wroo epﬁ% E-@" El mEsFEer - - a' |" FEE - T|;aﬁ— PIEREEE - % ) E\-'E,rnote 5

Rk BE B ? £ =% o PEEES gaE ETEM | Evernote

EFR SR - SRERFENBASHAER 5

 TETENREERETESSE  TESEE  IREF

55



4+ =4,
=1
- BEHRE  ERIEXRE - THEHEELAESSITERE

R EBELZSHEREE - WARTSIEER
75

=S1FRE - ADNFRBREX

MTEEEHAIECE: - B A A A MR

- WRAZSEBENE - THEANREEENR

IPaaS

\ =mmE
BB 885 2

56






